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Creating Sustainable Advantage Through IT Risk Management
One of the most important things for a business is to create a sustainable advantage in
their operations. Sustainable advantage means that a business is able to form a competitive
advantage that they can use for a long period of time. It is an advantage that sets the business
apart from its competitors and is the reason why it is able to attract consumers. An example of
sustainable advantage for Coca-Cola is that they have a secret recipe that other cola
manufacturers cannot duplicate. The unique Coca-Cola taste is what attracts consumers and they
have been able to sustain this advantage over a long period of time. Another example of a
sustainable advantage is the unique supply chain system employed by Walgreens. Their supply
chain is very complex and the fact that is keeps their costs and prices low enough to attract
consumers to their many stores is their sustainable advantage. As we can see sustainable
advantage is very important to businesses because it allows them to become more successful than
their competitors. This paper will provide a summary of the lecture on October 22, 2008 from
Jan Hertzberg of Grant Thorton and Ron Markham of SPSS entitled “Creating Sustainable
Advantage Through IT Risk Management”. I will first discuss IT’s role in managing
organizational risk and then move to managing the risk in an IT function.
The first step is to identify IT’s role in managing the risk of the organization. There are
many different types of businesses with different IT needs as highlighted by the following
exhibit. This diagram allows us to look at the specific IT role as well as the maturity or style of
the business (Hertzberg).

For instance the top left quadrant is titled “The Butler”. This quadrant demonstrates what a
business that is a market leader needs from its tactical or utility based IT role. Since they are a
market leader and are focused on high growth they are more worried about having good service
than low cost and they need their utility based IT to anticipate the needs of the business so that
they can continue to grow successfully. Below “The Butler” is “The Grinder”; this quadrant
refers to the utility role of IT for mature firms. These firms are focused more on cost
improvement since they are not trying to expand their business but to just maintain what they are
already involved in. They need an approach that is more based on keeping the lights on and
keeping everything running rather than innovating new IT to help the business grow. The right
side of the figure is more focused on the strategic role of IT for different businesses. The top

right quadrant is labeled “The Entrepreneur”. This grouping is about discovering new areas for
IT as highlighted in the what, not how bullet point. It is more about creating new IT for a
growing company to support ever changing business environment. The final quadrant in the
lower right hand corner is titled “The Team Player”. This quadrant represents the needs for a
mature company in the strategic role of IT. Here it is more about improving the mature business
process and adding value over time. It is still based on providing solutions to areas of the
business but is also highly aligned with the goals already established within the business. It is
obvious from this diagram that IT can play many different roles within a business depending on
the type of business and where it is in its life cycle.
Another important role related to IT within a business is that it needs to explain the
opportunities and risk related to technology within a business. In his lecture Jan Hertzberg
referenced many different risks and opportunities related to information technology. Some of the
opportunities are things like business to business operations, data mining, web based email,
software as a service, mobile workforce and social networking. It is obvious that many of these
opportunities have great effects on business. Opportunities such as web based email and social
networking allow effective communication between many different people. Software as a
Service provides small and medium companies with relatively inexpensive access to software
through the web that would be too expensive for them to implement in their company as a whole.
However along with these opportunities come many risks. Some examples of these risks include
network intrusion, viruses, service interruption, security, and privacy issues. These risks can be
very detrimental to a business. Service interruptions can cost businesses a lot of money if they
cannot sell items to consumers. Also some businesses retain a lot of very critical and sensitive
information so if it were to fall into the wrong hands it could mean some major issues for that

company. Like most processes the good comes with the bad and it is up to the IT staff to control
some of these risks related to the business.
It is important to judge the opinions of the many companies that operate in the current
market and what their executives believe. The following diagram depicts the opinions of some
of these executives (Hertzberg).

It is evident from this figure that 71% of financial executives polled felt that technology played
some role in dealing with risk at their company. Of the executives polled 31% felt they used
technology to identify risk, 24% felt that they used technology to identify risk and to protect
against future risk, and 16% felt that they used technology to identify risk, protect against future
risk, and reduce risk overall. Only 29% felt that technology played no role in managing risks at

their company. It is obvious from these responses that technology is becoming more and more
important in evaluating and protecting against risks at many companies.
The reality is that there are several kinds of risks that these executives are most likely
referring to when they think about IT. The first of these risk categories is external. These
external risks include economic, natural, political, social and technology. Economic risks could
relate to the situation that we are currently in. The economy has slowed and consumers are
becoming much tighter with their budgets. Examples of natural risks are things such as
tornadoes, floods and fires. These risks could eliminate files and years of information if the risk
was not properly identified and protected against. The second type of risks that executives need
to consider are internal risks. These include risks from infrastructure, personnel, process, and
technology. Personnel can make mistakes or can purposely sabotage a technology or product. A
process that is not well designed and does not have an effective internal control can fail and
leave the business in a dire situation.
Since there are so many possible issues relating to the risks that are associated with doing
business it is very important to be constantly evaluating the business and the risks. Jan
Hertzberg mentioned that it is very important for businesses to constantly evaluate the likelihood
and the impact that these risks will have on the business. In a recent interview with Mark Jeffrey,
Clinical Assistant Professor of Technology at the Center for Research on Technology and
Innovation at Kellogg School of Management of Northwestern University he referenced this
issue directly. Mr. Jeffrey says, “Once potential risks are identified, the next step is to assess
those risks by the probability of the risk event actually occurring and by the severity of
consequences. That puts all the risks into perspective” (Jeffrey). This quote is very similar to the
explanation of Mr. Hertzberg. Mr. Jeffrey also supplies a figure that can be seen below (Jeffrey).

Upon further explanation of his diagram Mr. Jeffrey states, “Obviously, those potential risks in
the upper right quadrant - with a high probability of occurring and a high impact on the value of
the project-must receive the greatest attention for developing a risk management strategy. What
that strategy should be will vary with the risk” (Jeffrey). It is obvious that this figure is
extremely helpful in identifying projects that have the most need for developing a risk strategy.
Being able to identify risks in projects that will have the largest and most severe impact on the
business could save the company a lot of money and hassle. This is extremely important when
you realize that mitigating a certain risk with technology could make or break the year for a
specific company.

The following is an example of a case study that will help to summarize the previous
information relating to IT’s role in managing organizational risk (Hertzberg).

The previous two figures provide a case study example of the possibility of a new business
venture and the technology issues that are relating to it. The Not-for-Profit in this example has a
great opportunity to start a new business venture that could completely change the way they do
business and assist many younger students. However the risk relating to this opportunity is a
very real and serious one. If young students information were to fall into the wrong hands there
may be many terrible outcomes. Some of the most serious could be a large amount of identity
theft for these young children. In this case the Not-for-Profit can use technology to create a set
of controls that will help to mitigate the risk relating to the opportunity. If they are able to do
this successfully they could change the lives of many young students for the better.
I will now discuss how to manage risk in an IT function. There are several very
important attributes for technology when they are considered for working within a business. The
first is that when a business invests in a technology they expect for it to be running when they
need it. This is one of the most important attributes. A great technology will not help the
business if they can never keep it working when they need it. The second important attribute
related to technology is that it cannot break the budget. The “secret sauce” as stated by Ron

Markham is that information technology needs to be kept running at all times and not only does
it need to be cost effective it must also drive down costs for the business.
There have been many changes related to the evolution of IT in recent years. Because of
this evolution it is making it increasingly difficult for businesses to manage their risk within the
IT function. One of the issues is that IT has moved from one platform to the possibility of
countless platform choices. How does a company effectively choose a platform that will work
best and allow them to best use their software? Another issue is that IT has been moved from
closed enterprise networks to open and interoperable networks. This increases that possibility of
access to unwanted individuals. This is especially important if the information on that network is
sensitive and should not be seen by people outside of the company. Previously there was also
little regulatory pressure on the IT function. Now with the implementation of Sarbanes Oxley
and the effect that it has had on IT, there are many more risks to attempt to control and deal with.
Since technology is constantly changing much faster than anyone can keep up with it is very
important to have a dynamic IT team. The planning for these risks can never stop and must be
constantly watched to ensure that all that is possible is being done to help to control these risks.
Along with planning comes the implementation of internal controls, which if implemented
correctly should help to mitigate many of the risks and challenges related to IT. As you can see
there are many issues related to the IT function which is why appropriately trained staff can be
the biggest asset. If the staff is well educated and can continually improve upon their processes
it is likely that risk can be kept to an acceptable level and the technology of the firm can assist it
to grow and prosper.
Along with all these risks related to IT there is a very important process related to the
way that IT must work with the business in order for it to be considered a credible function that

can assist the business in growth and success. If close attention is not paid to this process it is
possible that IT will be cast aside by other business associates and it will be difficult to climb
back into acceptance. The following figure depicts the process in which IT must perform in
order to be considered a credible asset to the business (Hertzberg).

As the figure states it is important to start with true North. In this case that means that first and
foremost IT must provide the business with fast, secure and properly integrated systems that are
always available for employees to use. It is very important to focus on this area. A proactive
approach to problem solving may also be an exceptional idea. If the IT department has already
identified possible problems and ways to solve them an outage can be dealt with quickly and
effectively to keep the business up and running. The second service that IT must provide is
exceptional customer service. This means that they must fix employee problems quickly and

appropriately. Departments will look much more favorably on IT if they have excellent
customer service and their problems are dealt with quickly. This will give them great confidence
in their IT department’s ability to function appropriately in the future. The third step is to have
effective internal controls and to be fully compliant. The effective internal controls will allow
for a much more consistent department that does not have many issues. The mention of full
compliance is important as it relates to the business and Sarbanes-Oxley. The IT department will
not be fully accepted if they cause problems with the business because they are not fully
compliant with any of the important regulations. When they are able to complete this step then
the IT department can be accepted as an engaged business partner. They have fulfilled all of the
duties that are asked of them and the other parts of the business will accept them as an important
piece of the overall puzzle. Being competent in the first three areas will give other departments
confidence that the IT department can be a contributing member of the business overall and will
more readily accept their opinions. It is important for IT to continue to pay attention to the first
three areas however. If they were to let one of these important areas slip then they may lose
acceptance by others in the business and have to restart building a relationship to be accepted. If
the IT department can manage all these areas successfully then they will be integrated into the
business as a very valuable team member.
Another important program to have in a business is an information technology risk
management (ITRM) program. In an article titled, “Firms have not effectively aligned
information technology risk management” Bill Barrett, a practice leader from Ernst and Young
spoke about the ITRM program (Barrett). In his article he stated, “An effective and mature
information technology risk management program is one that is designed to execute, manage,
measure, control, and report on risk matters within information technology” (Barrett). As you

can see this program can be very helpful to IT professionals since it is designed to assist them in
many areas. Mr. Barrett later goes on to discuss the benefits of such a program. Mr. Barrett
states, “The benefits of an effective and mature ITRM program include controls optimization,
rationalization of appropriate investments, balanced decision-making, reduced overall costs to
the organization, and more timely identification of risks” (Barrett). These benefits are some of
the most important advantages related to the business. The fact that this program can help to
identify risks more quickly and can also reduce overall costs to the organization shows just how
helpful it can be if it is implemented effectively.
Mitigating the risk is one of the most important issues with IT. If it is possible to plan for
and reduce risk related to technology then business can function much more fluidly. I have
found a paper from the National Institute of Standards and Technology and it is titled, “Risk
Management Guide for Information Technology Systems”. The following diagram relates to the
risk mitigation strategy (Feringa).

As is evident, this diagram starts with a threat and system design and then moves through a series
of questions that help to identify the risk to the company. As a series of “yes’s” moves an IT
professional to the decision of unacceptable risk the writers have also included their rules of
thumb. They are as follows…(Feringa)

Companies can successfully use the following diagram and set of suggestions relating to the risk
of IT at a company to mitigate IT risk. Successful risk mitigation will allow the business to run
more smoothly and hopefully prevent many unwanted events from occurring. Risks related to IT
are very important to management as IT is a major part of the business. If managers can use
successful risk mitigation to lessen the likelihood of these risks, management as well as other
employees will be put at ease.
In conclusion, sustainable advantage is one of the most important assets that a company
can have. This allows a company to outperform its competitors in an area that they cannot match.
IT can play a very important role to the sustainable advantage of any company. For this reason it
is very important to mitigate the risk related to the company that is involved with the IT function.
I have discussed the role that IT plays in managing the risk in the organization overall, as well as
how to appropriately manage risk in an IT function. If some of the simple guidelines and rules

that I have discussed are followed then a company can hope to decrease its risk related to the IT
function and approve the chances of the business. The decrease in risk with IT can help to
ensure the continued success of that company’s sustainable advantage.
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